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1. Introduction

System SimServer is a complex of devices, aimed at a centralized storage -cB8isor other
types of smartards and their further usage in suevicesas GSMgateway, tuner of satellite
television or other devices, which use snatantds in their workSim-server is a flexible syste

for control and inventory ofiB-cards, which are used in your applications. There exist wide
opportunities of adjusting and configuring the work of the system with the help of a comfortable

web-interface.

Sim-server complex includes the following equipment:
Sim-bank,Sim-server, GSMgateways) (compatible with the system Siserver Elgato).



2. Common information

Il e N

| —

simbanks B
simserver

gateways

The systemconsistd§rom devices of 3 types:

e simbankswhich containssimcards

e Gateways, whie have GSM modules in it. These GSM modules perform connection to
gsmnetwork, using info from simcards. Gateways pass traffic from PRI to GSM and vise
versa.

e Simserver, which commutatsimcards from simbanks with modules from gateways
using set of rulesSimserver also has webinterface to maintain every setting, including
plenty of settings on gateways. Sonservels akind of centerof maintenance

SIMbank i is a 1U computeywhich has20 simholdersEverysimholderhas10 placesfor
simcards. Numergtn of simcards goes from right to left and from top to bottom. Chrisg
commutatedhavelittle light turnedon.
Gatewayi computemwith several(l to 4) gsmboards Everyboardhasupto 8 GSM modules
Soonegatewaycanprovideup to 32 GSM channels
SimserverT it is a special software, which could be installed either on simbank or on separate
computer under debian linux. Simserver commutates simcards with gsm modules, pass data froi
cards to modules and back. It also allows to maintain rules of ctationy view statistics,
maintain cards and settings, maintain gateways and set many options on gateinia rfiate.
Simserver consist of two parts:
e Binary program named Acommutator o which
e Web interface & database which tslall settings, necessary for binary program to work.
Webrinterface also allows to change all the settings, view statistics and set many options
for gateways.

All three devices are connected via-tpgprotocol. Gates can be placed anywhere and get data
from simcards via internet, so working without simcards inserted into them. Simbank and
simserver could be located in some maintenance center, while gates are spreaded all over som



big area. The only thing they need is good internet connection. Withdesn you can easily
change simcards without necessity to go to every gateway.

Starting simbank.

Simbankstartsby defaultright afterloadingof OSonthe computer. For manual start you can do
following actions:

1. runcommandipsaxd f r om cone oduver ea,ndt hmearke i s no pr
or Asim_banko. You should stop ilnmpank p
where- pid is the identifier of the pyaugr am

can al s® tmpy diloi_lplf diki doesnoét3secondsk f or |
2. change folder téhome/simbank (cd /home/simbank)
3. r un c¢ o mohaprihdmefsimbank/sim_bank _up.sh > /dev/ndll &

Starting gateway

Gateway softwarstartsby defaultright afterloadingof OSonthe compute. For manual start
you can do following actions:

1. runcommandi p s6 aflxr om consol e and make sure, tI
You should stop u_main pr ogpidadomheref pid s e x i
the identifier of the programinprc ess | i st , geyeu ad &rd dlys ad
9 pid_o if Akill _pid3seconds) esndt wor k fo

2. change folder téhomesimserycd /homesimsery
3. r un ¢ o mohaprihdmefimservwstartsh > /dev/null &

Starting simserver

1. runcommandi p s0 afxr om console and make sure, t|
Acommut at or 0. comowatophoghrdmsi épit exists v
_pid owhere- pi d_ is the identifier of the pro
(youcanalsd¢ ry -fikipild_o if #dAkill _pi d3séconds) e s n ¢

2. change folder téhomesimservercd /homegimservey
3. r un ¢ o mohaprihdmefimservefcommutator /dev/null &

Web-interface is available right after full loading of OS andrsitag of webserver apache?2

WEB-interface:

Main sections

Simcards
Hereyou canmaintainsimcardstime intervals replenishmentfor cards smsmessages
Simcard-list T it is list of all available simcards, entered the system. Here you can see
id of simcard,
number (+380504444444),
number in simbank(position in simbank),
direction, which is associated with card. Direction is a set of masks for numbers, this card
can dial to (e.g. if mask is 050 than card can call to 8050XXXXXXX)
e bank, which the card hmngs to,



e statusof simcard
o removed there is no simcard in this place in simbank. It is temporarily removed
0 blocked by operatsrs i mcar d i s bl ocked by GSM op
anywhere
0 blockedi card is marked blocked to exclude it from commutation
o freei card is ready for commutation
o0 on holdi card was commutated, than uncommutated and now is waiting its turn
to be commutated again (is similar to free, except card can wait specified amount
of time before next commutation)
o commutated card is commutad to some channel and now is probably in work
e balance (how many money left on card)
e used seconds per day
e usedsecondgpermonth
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List

Here you can maintain all simcards. Wiew list of them, sorted by different fields add edit and remove simeards, You also can view history of commutations for every simeard, use
‘history® link for that

ed
Fid  humber num in simbank Wirection bank  Status ballance  per ﬁ o TR Y
day

1 .

[T suassoosieE umc_095, ume_050, umc_066, ume_099 free 27 il 05 wiew e dit delets
history i —
"

[T 0 seaseoosizs 11 Ume_095, ume_050, umc_066, ume_03% blocked ] 00 view edit delete
history i —
14

00 aeassoosioT 14 Ume_095, ume_050, umc_066, ume_03% blocked 5 00 view edit delete
history i —
@2

2 aoeseanasT m Ume_095, ume_050, umc_066, ume_0%% blocked ] 0 MiEes  wie
history

P = ume_050 blocked s 0 s iewedit delete
history

- 7_: 2095008198 T Umc_095, ume_050, ume_66 , ume_099 blocked 5 Ds 1935 wie
history
13

[0 soassoostts 13 Ume_095, ume_050, umc_066, ume_03% blocked 5 00
history ~|

ToToen # | Lola

Last three columns is for maintenance

e deletei remove card completely

e viewT view detailed info about the card
e editi edit parameters of the card



Editing simcard

| | | htbpz/f192.168.0.38)ss editsim,php?simid=1 it
i -l
5im Data Gates allowed
*Number |EDSEEDDB198 gate |ip descr | del
*$im inner num |ESSBDD1 55050005793 ' 192, 168058 P 0
*IMEI |91?E?039183265
*PIN |o0oo [~ -
Minutes per month timit |E|99
Minutes per day timit |1 i1} i .
Directions allowed
Used seconds in month |EI
Used seconds in day |o dir name del
Ballance |2? 5 umec_095 0
Tarif (per minute) | 0
3 umec_050
Pzs o
Description |n0ne ! ume-ee 9
*Status free - & ume_099 0 B
*Simbank Id 1> =l -
*Num in simbank |1
Gate ID
Time to work on one channel |ZDD Add]t]onal
Time to be offline while |D
switching; param value
— -]
loToBD 'ﬁ"‘ Lo!‘a
First you should fill all fields, marked with red asterisk. Then you should save the data using
Afsaveo button. After saving mai alowedgéatesangdo u 6 |

directions. You sbuld add at least one gate and one direction to card, so that it can be
commutated to those channels on the gate, which are allowed to dial to phone number with mas|
from the direction, associated to simcard.
Fields:
e Numberi phone number for simcard. Ex380504444444
e Sim inner nuni inner number for simcard. The number, printed on cover of simcard. It
i sndt used now.
IMEI 7 IMEI for card.
PINT PIN. If PIN is disabled for card, you can enter here everything
Minutes per month limit how many minutes casimcard use for calls in month
Minutes per month limit how many minutes can simcard use for calls in day
Used seconds per daynow many seconds have been used in current day
Used seconds per morithhow many seconds have been used in current month
Balarcei how many money are on simcard
Tarif per minuté how any money are charged for minute of call
PZS (payment for connectiondhis field is unused now
Descriptioni self-explanatory
Status state of simcard. Removed, Blocked, free, commutated. Seepdescof
statuses higher
e Simbank idi which simbank the card belongs to



e Num in simbank position of simcard in simbank. Top right position is 1. Top left is 5,

Bottom left is 200.

e Time to work on channélhow many seconds can the card be commutatddoh@nnel

until it uncommutates

¢ Time to be offline while switching how many seconds (at least) should card wait in

state fAon holdod before next commut at
e Time schedulé which time schedule this card is associated to (schedules can be

mai nt ai needs cihne diutliemd subsection of t he

on

A C

¢ Direct channel commutatidnif this setting is activated, card can be commutated exactly

to channel s, added to it in Adirect

comn

e Weighti the more this value is, the more oftle card will be choosed for commutation

e Hide sim number while calling callee will not see the number of simcard

e Send stealth prefik send special stealth prefix before sending dialed number in order to

hide phone number of simcard

Other subsections
Time schedule
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Here you can maintain “timeperiods". Like templates as “whole day’ or 'from Sam til Jpm". Every simeard should have 1 associated timeperiad, £ it can work only inside this
period

. Hours
Period name

0 4 oz B3 4 B 6 7 & @B [0 {1 [z {43 {44 5 {46 47 [s {9 o 21 22 2

24 hours | I T2 2 2t ) 2] ) i o - T T " " | ) ) ) T T T ] | Tl =73 6
mesn r-crFErEFErEFFFRFFRFRFFRFRFRFRFRF r edit O
Hele FiFIF |F F|IF|F|FFT-rFPEFe@rFrErErEeErFrFEFEFFRFFFRFei O

lotoso

# | Lola

here you can add, edit and delete Ati me
which hours should card work and add this schedule for any card.

Technical SMS

Here you can add, edit and delete text for-emessages, sent frome simcards to another to
imitate human activity

Replenish>Replenishments

sch
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“um(nl d list |T|me schedule Technical SM$ Replenish simgroups
Replenishments
Here you can maintain, add, edit, delete replenishments for simcards
dir prefix value code status end date
umc_050 100+ 20 AARARARERRRRRA | 2007-04-06 00:00:00 edit 9

E

lotoso

*‘ LO!’&
Here you can add, edit, delete and view currently available replenishments, which can be used t
recharge cards with ballanca lower than allowed.

Commutation order

All cards arecommutated one after another. The more time passed from last commutation of
simcard, the higher is probability that the card will be chosen for commutation.

Banks
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[ | edit, remove simbanks and alse view and edit simeards, associated with current simbank. In left menu you can select simbank. In bottom segment
JUU LA W swiLars | he current bank. You should keep an eye that real simeards in simbank should correspond to simcards , entered for this simbank. 4s for states for
cards: red - blocked, arange - blocked by operator, blue - ready, green - used and being commutated

SimBank 1

Description ’957
P 192168080
Command port ’80057
Data port ’%m&i
Login ’\ogmi
Password W

[,ga\/e info G&aaat info
E

=l
# [ Lola

Hereyou canaddsimbank$fi A dsidnb a nbuttor), removecurrently selected simbank

(ADete current simbanko button) and edit in
information.

FoToso




As for informationalfields:

e Descriptioni somadditionalinfo aboutbank, to help you distinguish it from another
banks

e |P7T ip address of the bank

e Command porti portonsimbank usedto reveivecommandsNow it is unused

e Dataporti portonsimbank usedto receivedatefor simcardsDefaultis 9006.if your
simbankunderNAT andyou useport mapping enterhereanyport mapped to port 9006
on real simbak.

e Login,Password authentification info to authorize on simbafilaginobandfip a s s wor d

are defaults.
You can use left menu to switch between banks.

You can see simcards map under main bank info. It is dynamically updated, so you can see

actual statedr cards.
e Greyi card is removed (no real card in simbank)
Orange card is blocked by GSM operator
Redi card is blockd
BlueT card is free (ready for commutation)
Yellow i card is on hold (waiting specified amount of time and waiting its turn for
commuation)
e Greeni card is commutated now.
You can click on any card or even empty place to edit or add new simcard for this place.

Gates

Hereyou canview currentstateof gatewaysadd editandremovegatesandmaintainthem,
change settings and so on.
Common
info
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@ |<'HMM| N ‘GSM ‘El Database Test Billing Service
i
0
] Here you can set commen infa about gate - ip, port, number of channels
>
™ Gate 1
Description m
IP 192.166.0.38
Hum Channels. 16
Command port 9005
Data port 9006
‘,ﬁa\/e Gate Info @eset info
loToso # | Bola

Main info about gatewaly description, ip address, number of channels, data port and command
port. Use ASave gate infoodo button to save

Auth
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M

o

E Here you can set authentification parameters

>

Authentification info

Gate: 1

Login: ’dimﬁi
Password ’7
Password once more. ,7

s?eset info \pm_%

\_,_d?ave Gate Info

E .

ToToen [ Bala

Enter login and password here to autherdifice on gat eway. Adi ma
Set date and time
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& -101  unacceptable

@ |1'0MMi N GSM ‘EI Database Test Billing, Service
M
o
=] Here you can set time for gate
I
— Cur date and time

os/[ozi e [o5 |75 o7

\_,I__lmad from GSM gate | _,ﬁa\/e to GSM gate

E .
ToToeo # | Lola

0

Here you can set date and time for gate.

GSM
Channels
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>
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i
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E Selerted channels are allowed for commutation. Here you can just allou channel 10 be avaible for commutation. If you want ta block channel on gate, use nesxt menu option
| I adtive
1 v
2 r
3 r
4 r
5 r
13 r
7 r
] r —
1 r
1 r
1 r
1z r
1 r
" r
15 r
1e r hd
loToso # | Lola

Mark channels here, which are opened for commutafibis. screen allows you to exclude
channels (GSM modules) from commutationthéy have any errors on them or whatever.

Status
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5
E Here you can maintain state and options for every channel on gate. Use carefully
L ¥ blockegPioked for | dont give dont give  only cell allow add gsm module  GSM->PRI PRI->G5M DTHF
PRI IDGSH IDPRI allowed number type amplify amplify amplify
"R r r r r r [G -] [as00 - - [rure -+ ]
N [ r r r r r [G =] [as00 -] - [rure -]
o r r r r r [G =] [as00 -] - [rure -+ ]
L e r r r r r [G =] [500 -] - [bure -+ ]
sieIE r r r r r [G =] [500 - - [ture -+ ] =
sr T r r r r r [G =] [500 - - [ture -+ ]
7l e r r r r r [G -] [d500 - - [ture ~]
sr T r r r r r [ -] [500 -] - [ture -~ ]
Ui r - r r r [6 -] [4500 «| - [t -]
W r r r r 6 -] 5o =] | [~ |
WE r r r r 6 - 5o =] | [ |
Fini r - r r r [6 -] [500 -] - [mute -]
W r r r r [6 - 5o =] | [ |
W r r r r [6 -] 5o =] | [ |
Eini r - r r r [6 -] [A500 -] - [mute -] -
rotosn FANETA

Main settings for channels on the gate.
e Blockedi channel is free for receiving commutation request for sim.

Callbacki channel can be used forlback

Donét gi vehd®WGsSIM doesndt send its it
Only cell allowed only cell to cell cals are allowed on this channel

Allow add numbei channel can add additional digits to number

Blocked forpriif c hann el candét receive calls from



Gsm module typé type of module for this channeliN®L or G

GSM->PRI amplifyi level of amplification of signal which goes from GSM to PRI
PRIF>GSM amplifyi level of amplification of signal which goes from PRI to GSM
DTMF amplifyi level of amplification of DTMF signal

Note: last three columns dependsnoodule type. For certain types certain columns are
disabled
In the bottom youran see buttons set.

Reset infd’ resets all input controls to original state

Reload from databageload values, stored in database on simserver

Save to databagestore entereglalues to database on simserver

Load from GSM gaté load actual values from gate

Save to GSM gate save current values to gate

Refresh amplify from GSM order new amplification values. You should do it because it
takes some time for gate to prepare Hincption data

Set as default on GSM gateset the settings, being current on gate, as default. So that
gate will use them after reboot.

Good practice is to save data first to database, then tawg@tden make them default. You
shouldthink twice befoe saving data to gate, because you can accidentally corrupt it.
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Time Reading Writing DayTime  Month Time Mo Signal Level

hannelReset o amplify ampliy Limit Limit Honey Reading

|§ more 5

dule
CallBackBuzyCellzCellblocked| =
type

E1

# | Lola

Here you can see dynamic state of flags for channels on the gate.

Resefl

Time Window

Reading amplifyi amplification data are prepared and ready to be read by client
Writing amplifyi amplification data was successfully saved on gate

Day time limiti channel is in limit (probably simcard, commutated to channel has used
all its time for today)

Month time limiti the same for month

No moneyi simcard has too little money lafh it (less than minimal allowed balance)
Signal level reading

Buzy



e Cell2Cell
e Blocked
e Module type

Current call status
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SB: comm

chanDir comm time  Caller Called [Time Route Call status
num start

|¥_more 7|

1.EADKMPOEAH
1.BNOKWFOELH
1.BNOKKFOBAH
1.EADKMPOEAH
1.BNOKKFOELH
1.BADKKFOBAH
1.EADKMPOEAH
1.BADKKFOBAH
1.BAOKKPOBAH
1.EADKWPOEAH
1.BAOKKFOBAH
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1.EADKMPOEAH
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Here you can see current information about calls performed on gate.
e Dir T direction, in which call goes (e.g.RRGSM)
e SB:numi simbark and number of simcard in bank, which is commutated with this
channel
Comm. Stari time, when the card was commutated with the GSM module (channel)
Comm. Timei total time past from beginning of commutation
Calleri in case a call is made on this chanttak field shows phone number of caller
Calleei in case a call is made on this channel, this field shows phone number of callee
Timei call duration,
Routei state of route. It can be
o Init 1 initial state
0 Reset to bank commutator choused simcardfart s channel and ¢
signal to it
o ATRtogatersi mcard has responded to Areset
passed to gateway
o Exchangé normal exchange between simcard and module is performed.
You can press the | i diks){oaeklogofexchdngei n dr
e Call statug state of channel

E1

Call and routing
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E Here you can maintain Fouting rules far calls on gate
ID{
= Mo mask action readdressing
0 ‘123 routeto PRI~ r
1 [ routeto PRI = ~
z ‘xxxxz 11 routeto GSM v r
3 [ routeto PRI~ ~ =
4 ‘ routeto GEM > v
5 [ routeto PRI = ~
3 ‘ routeto PRI ¥ r
7 [ routeto PRI - r
3 ‘ routeto PRI = r
9 [ routeto PRI = ~
10 [ routeto PRI > r
w \ [Py - =]
ToToen [ Bala

Here you can set associations, which masks routes where. Default is to route calls to GSM.
Use buttons at the bottom to save values first to database and next to gatesetytlzem as
default on gateway.

IVR for channels
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1R for channels on gate

|¥ more ¥

channel IVR

1 [2344

2 \

3 [25424

ToTosn # | Lol
Here you can set IVR for all channels.

Allowed channels
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g Here you can set allowed channels for every mask
L‘- He mask read code Fillup code 1 2 3 “+ 5 6 7 i3 kd 10 11 1z 13 14 15 16 =
0 any - [t (o e s e i i el i i
1 ese (e N~ 2 2~ 2 2 2~ 2
2 |ass L = 2 =Y = - = B A~ =
N rrr (e~ N 2 2~ 2 2 2~ 2
< foss L = 2 =Y = - = B A - =
s [ Y Y Y Y e = e e e e = =
e [ s sl e e el | i
s Y Y Y Y e = e e e e = =
s [ rrr-rr- - - rnrcre
s (ot sl (e (e o o e e ™ ™ ™ ™ ™ ™ ™
wl =l = el s = = (a m (e
\_,_d?ave to database S:\eset info
\_,ﬂ(e\nad from database ‘_._ﬁave to GSM gate
Jdoad from GEM gate kr#el as default on GSM gate .

lotoso

# [ Lola
Here you should add masks and mark channels, which can dial to phone numbers with this masl|
Use little arrows on the right to access chanh@{82, and little arrows on the left to return to
channels 416. Save this data to database and gsm gate and make them default.
Good practice is to add al/l masks and
mask to allow all mask for chael.

all ow

Timers
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Here you can set timers for gate

|¥ _more ¥

Timeout before next call
& fixed

© random

[7

seconds

Channel specific

#uthentic rng off timsaut

Respanse waiting time

| Database | Test

[25

wait finishing of DTHF call |:1‘

L,Jga\/e to database
\_,ﬂ(e\oad frarm database
L,duad from GSM gate

lotoso

seconds

S:Keselmln

_,éave to GSM gate

1

k._ﬁel as default on GSM gate

‘ Billing

Service

B|

# | Lola

Here you can set timeout before next ¢ad.when one call finished on channel, channel will not
take another call until this amount of time pass. This time could be fixed, or random with defined
borders (up tepecified value)



You canalso set timeouts for ring off, for waiting response (call will fail if there was no response
within specified timeout) and for getting DTMF amplify values from gate.

Block all
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B Here you can black all channels

>

\_,ﬁln:k all channels _,gnb\ock all channels
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This screen allows to block or unblock all channels on gige.carefully

ID output mode

Here you can specify, what id should be sho

Allow calls from GSM



